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Abstract 
 

The wireless medium is always subjected to  jamming 

attacks. These Jamming attacks can be used for launching 

Denial-of-Service attacks on wireless networks. Jamming 

has been considered as external attack model, but if the 

attack is internal it cannot be solved by using  methods 

such as spread spectrum methods. In case of internal 

attacks, the adversary launches  jamming attacks in which 

it targets highly important  packets. First the problem of 

packet classification can be mapped to the hiding 

property of commitment methods, and propose a packet-

hiding method based on commitments in which 

transmitter and receiver commit on a particular static 

key. A swarm based vulnerable prevention mechanism 

based on swarm intelligence is  proposed against 

jamming attacks in wsn. Swarm intelligence algorithm is 

good  in  adapting according to change in network 

topology and traffic. Another method named channel 

surfing methods using attracting nodes to defend against 

selective jamming/dropping attacks is also  proposed for 

enhanced security.  
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   1.Introduction 

          Jamming or dropping attacks are a type of external 

attack model attacks  in which the adversary is not a part 

of the network. Under this model, jamming methods 

include the continuous transmission of high-frequency 

noise signals and attacker can launch low-effort jamming 

attacks that are difficult to detect and solve. In these 

attacks, the jammer is active only for a short period of 

time, selectively aiming messages of high importance. 

Selective jamming/dropping attacks[1] can be doed by 

real-time packet classification at the physical layer. To do 

selective jamming/dropping, the adversary must be 

capable of classifying transmitted packets in real time, 

and changing them before the  end of their transmission. 

Packet classification is done by receiving just a few bytes 

of a packet. To launch selective jamming/dropping 

attacks, the jammer must be capable of implementing a 

“classify-then-jam” policy before the completion of a 

wireless transmission. Jamming attacks are much harder 

to solve and more security problems. In the simplest form 

of jamming, the jammer interferes with the reception of 

messages by transmitting a continuous jamming signal  or 

several short jamming pulses .To mitigate these kinds of  

attacks, a method that prevent classification of transmitted 

packets in real time is developed. First the problem of 

real-time packet classification can be mapped to the 

hiding property of commitment method, and propose a 

packet-hiding method based on commitments in which 

transmitter encrypts a message using a static key and send 

it to the receiver. The receiver receives the message and 

decrypt it using the same static  key. Another method 

named swarm based defense mechanism, is proposed 

which is based on swarm intelligence[5] in which a 

swarm ants are employed to detect vulnerable channels 



 

and nodes. Another method called attracting nodes  is 

proposed which is based on channel surfing. 

2.Existing System 

 The existing system address the problem of 

jamming/dropping under an internal adversary model in 

which the jammer is aware of the implementation details 

of the network protocols. By utilizing this knowledge, the 

adversary launches selective jamming/dropping attacks in 

which it targets specific packets of “high” importance. 

selective jamming/dropping in terms of network doance 

degradation and adversary effort by presenting two case 

studies; The selective jamming/dropping attacks can be 

launched by doing real-time packet classification at the 

physical layer. To do selective jamming/dropping, the 

adversary must be capable of classifying transmitted 

packets in real time, and changing them before the  end of 

their transmission. Packet classification can be done by 

receiving a few bytes of a packet. To launch selective 

jamming/dropping attacks, the jammer must be capable of 

implementing a “classify-then-jam” policy before the 

completion of a wireless transmission. Such s can be 

actualized would by classifying transmitted packets using 

protocol semantics. Jamming attacks are much harder to 

solve and have more security problems. They have been 

shown to cause severe Denial-of-Service (DoS) attacks 

against wireless networks. In the simplest form of 

jamming, the jammer interferes with the reception of 

messages by transmitting a continuous jamming signal 

.Under this model, jamming methods include the 

continuous or random transmission of high power 

interference signals. 

 

   

3.Proposed System 

 The proposed method investigates the impact of 

selective jamming/dropping on critical network 

functionalities. The findings indicate that selective 

jamming/dropping attacks lead to a  DoS with very low 

effort on behalf of the jammer. To resolve such attacks, a 

method that prevent classification of transmitted packets 

in real time is developed .The problem of real-time packet 

classification can be mapped to the hiding property of 

commitment methods in which transmitter and receiver 

commit on a static key. The transmitter encrypts the 

message using a private key and the receiver decrypts the 

message using the same static key. Another method 

named  a swarm based vulnerable prevention 

mechanism(SBPM) for jamming attacks in wireless 

sensor networks is proposed which is based on swarm 

intelligence(SI). Swarm intelligence algorithm is capable 

enough to adapt change in network topology and traffic. 

The transmitter and receiver change channels in order to 

stay away from the jammer, in channel  changing method. 

The jammers remain on a single channel changing to 

disrupt any fragment that may be transmitted in the pulse 

jamming method. Using the swarm based vulnerable 

prevention method, the forward ants would unicast or 

broadcast at each node depending on the availability of 

the channel data for end of the channel.   If the channel 

data is available, the ants  randomly choose the next hop. 

As the checked ants reaches   the source, the data 

collected is checked which channel there is prevalence of 

adversary long time, and those are omitted. At the same 

time the forward ants are sent through other channels 

which are not detected before for attacks. 

 The transmitter and receiver change channels in 

order to stay away from the jammer, in channel changing 

method. The pair-wise shared key KS is used for creating 

a channel key KCh = EKS(1) , which generates a 

pseudorandom channel sequence. Using packet 

fragmentation method, the packets are break into 

fragments to be transmitted separately on different 

channels and with different SFD (start of frame 

delimiter). The last fragment contains a frame check 

sequence FCS for the entire payload. The time to transmit 

the fragment is 

 

If the fragments are short, the adversary’s jamming 

message does not start till the transmitter has finished 

transmitting and hopped to another channel. In the Pulse 

Jamming attack, the jammer remains on a single channel 

,changing to disrupt any fragment that may be 

transmitted. 

. In future a pre-emptive detection policy using attracting 

nodes and a response mechanism based on the existing 

channel surfing algorithm is used to protect wireless 

nodes from a jammer. Attracting nodes create dummy 

communication at a frequency close to the actual 

frequency of operation, so that the real nodes can jump to 

another frequency even before a jammer starts scanning 

that frequency. 
 

4.Commitment Methods 

         Commitments  is based on symmetric cryptography. 

Our main aim is to satisfy the strong hiding characteristics 

while keeping the computation and communication 

overhead to a minimum. The proposed SHCS requires the 

joint consideration of the MAC and PHY layers. To 

decrease the overhead of SHCS, the de commitment value 

d (i.e., the decryption key k) is carried in the same packet 

as the committed value. This helps to save the extra 

packet header needed for transmitting d individually. To 

achieve the strong hiding characteristic, a sub layer called 



 

the “concealing sub layer” is inserted between the MAC 

and the PHY layers. This sub layer is authorized for 

formatting m before it is processed by the PHY layer. A 

frame m at the MAC layer delivered to the hiding sub 

layer. Frame m contains  a MAC header and a payload, 

followed by the trailer containing the CRC code. Initially, 

m is permuted by applying a publicly known permutation 

п1. The purpose of п1 is to randomize the input to the 

encryption algorithm and delay the reception of critical 

packet identifiers such as headers. The computation 

overhead of SHCS is one symmetric encryption at the 

transmitter and one symmetric decryption at the receiver.  

5.Swarm Ants Implementation 

 

 A  swarm based defense method for jamming 

attacks in wireless sensor networks is proposed. Swarm 

intelligence algorithm is capable enough to adapt change 

in network topology and traffic. The transmitter and 

receiver change channels in order to stay away from the 

jammer, in channel changing method. The jammers 

remain on a single channel, changing to disrupt any 

fragment that may be transmitted in the pulse jamming 

method. Using swarm intelligence mechanism, the 

forward ants would unicast or broadcast at each node 

depending on the availability of the channel data for end 

of the channel. 

6. Vulnerable channel 

Detection 

If the data about channel is available, the ants randomly 

choose a hop. As the checked ants reaches the source, the 

data collected is checked which channel there is presence 

of adversary long time, and those channels are omitted. 

The swarm intelligence method which updates the sensor 

details more efficiently and successfully. In our proposed 

work, DEEJAM is combined with swarm method such 

that swarm’s forward and checked ants scan through all 

the channels in a fast way and detects effectively the 

jamming activity by informing the legitimate node. Then 

legitimate node swaps the channel by avoiding the 

affected channel. This will improve the detection of a 

jammer quickly with less complication. 

 The transmitter and receiver change channels in 

order to stay away from the jammer, in channel changing 

method. The pair-wise shared key KS is used for creating 

a channel key KCh = EKS(1) , which generates a 

pseudorandom channel sequence. Using packet 

fragmentation method, the packets are break into 

fragments to be transmitted separately on different 

channels and with different SFD (start of frame 

delimiter). The last fragment contains a frame check 

sequence FCS for the entire payload. If the fragments are 

short, the adversary’s jamming message does not start till 

the transmitter has finished transmitting and hopped to 

another channel.  

 

           The advent of wireless networks has brought a new 

set of security issues with it. The most vulnerable of these 

is a jamming based attack. This is because with the 

already existing network architecture, there is nothing that 

can be done to overcome a jamming attack. In this paper a 

pre-emptive detection policy using attracting nodes and a 

response mechanism based on the existing channel 

surfing algorithm is used to protect wireless nodes from a 

jammer. Attracting nodes generate duplicate 

communication at a frequency close to the actual 

frequency of operation, so that the true nodes can move to 

another frequency even before a jammer starts scanning 

that frequency. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

7.System Architecture          

Fig.1. System Architecture of Preventing Mechanism 

 

8.Results 

Network Simulator,NS2 is used to simulate the proposed 

architecture NS2 is a discrete event simulator targeted at 

networking research developed by Uc Berkely.NS2 is 

written in C+ + and Otcl. NS2 provides support for 

simulation of TCP and multicast protocols over wired and 

wireless  networks. 

In the simulation a wireless sensor network employed 

with six nodes including a jammer is used. By using the 

advanced methods we chow that average throughput and 

delivery ratio has improved considerably. 

   

 

 

Fig.2.Snapshot of NS2 Simulator Output

 

 

 

 

 



 

9.Conclusion

The selective jamming/dropping attacks can be launched 

by performing real-time packet classification at the 

physical layer. The proposed method investigates the 

impact of selective jamming/dropping on critical network 

functions and develops three methods that prevent 

classification of transmitted packets in real time. First the 

problem of real-time packet classification can be mapped 

to the hiding property of commitment methods and 

propose a packet-hiding method based on commitments. 

Second a packet-hiding method based on cryptographic 

puzzles. Finally All -or- Nothing Transformations that 

introduces a modest communication and computation 

overhead .A swarm based vulnerable prevention 

mechanism for jamming attacks in wireless sensor 

networks. Finally the swarm intelligence method which 

updates the sensor details more efficiently and 

successfully. This swarm based defense method for 

jamming attack is most effective. Using social insect 

metaphor for solving various problems is the main basis 

of swarm intelligence. Ants, bees, and termites are the 

insects   which live in colonies. Every insect in colony 

have their own plans. 

In our enhanced approach, swarm based vulnerable 

prevention mechanism for jamming attacks in wireless 

sensor networks . Swarm intelligence algorithm is capable 

enough to adapt change in network topology and traffic. 

The transmitter and receiver change channels in order to 

stay away from the jammer, in channel changing method. 

The jammers remain on a single channel changing to 

disrupt any fragment that may be transmitted in the pulse 

jamming method. Using the swarm based vulnerable 

prevention method, the forward ants would unicast or 

broadcast at each node depending on the availability of 

the channel data for end of the channel. If the channel 

data is available, the ants randomly chooses a  hop. As the 

checked ants reaches the source, the data collected is 

checked which channel there is presence of adversary 

long time, and those are omitted. At the same time the 

forward ants are sent through other channels which are 

not detected before for attacks. This method helps reduce 

the channel maintenance overhead. 

 A pre-emptive detection policy using attracting nodes 

and a response mechanism based on the existing channel 

surfing algorithm is used to protect wireless nodes from a 

jammer. Attracting nodes generate duplicate 

communication at a frequency close to the actual 

frequency of operation, so that the real nodes can jump to 

another frequency even before a jammer starts scanning 

that frequency. 
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